MAKE A DIFFERENGE

IN THE WORLD OF
ONLINE SAFETY AND

CYBERSECURITY
BECOME A STOP. THINK. CONNECT. PARTNER
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BE A PART OF SOMETHING BIG?

SEGURING THE INTERNET IS A RESPONSIBILITY WE ALL SHARE.

STOP. THINK. CONNECT. is simple, actionable advice that
everyone can follow to stay safer and more secure online.

STOP. 'V THINK. "W'CONNECT.

make sure about the
security CONSEQqUENCES

and enjoy the

measures are of your actions Internet.
in place. and behaviors
online.




STOP. THINK. CONNECT. PARTNERS

HERE'S A SAMPLE OF STOP. THINK. CONNECT.'S MORE THAN 600 PARTNERS:

4-H sony Pictures Entertainment
AARP Target
AT&T Texas Tech University
Council of Better Business Bureaus, Inc. University of Missour
Boys & Girls Club of America U.S. Chamber of Commerce
Facebook U.S. Department of State
Federal Communications Commission U.S. Department of Justice
Federal Trade Commission U.S. Postal Service
Google Vassar College
lowa State University Visa
Warner Bros.

See a full list of partners: https://stopthinkconnect.org/get-involved/our-partners STOP | THINK | CONNECT"




ABOUT US

STOP. THINK. CONNECT. is the global online safety education and awareness campaign to help all
digital citizens stay safer and more secure online. The research-based message was created in 2009
by an unprecedented coalition of private companies, nonprofits and government with leadership
provided by the National Cyber Security Alliance (NCSA) and the Anti-Phishing Working Group

(APWG). The Department of Homeland Security provides the federal government's leadership for the
campaign.
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A PRESIDENTIAL LAUNCH

——— —

President Barack Obama declared STOP. THINK.
CONNECT. the national cybersecurity awareness
campaign during his 2010 Presidential Proclamation
of National Cyber Security Awareness Month.
“Together with businesses, community-based
organizations and public- and private-sector
partners, we are launching a National Cybersecurity
Awareness Campaign: STOP. THINK. CONNECT.’
Through this initiative, Americans can learn about
and become more aware of risks in cyberspace,
and be empowered to make choices that contribute
to our overall security.”

— President Barack Obama

— —
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THE WHITE HOUSE SUPPORTS NEW
STOP. THINK. CONNECT. EFFORTS

On February 9, 2016, President Obama announced
the Cybersecurity National Action Plan (CNAP),
highlighting that NCSA will work with industry to
launch a National STOP. THINK. CONNECT.
Cybersecurity Awareness Campaign to empower
Americans to secure their online accounts.

PRESIDENT OBAMA'S ANNOUNCEMENT:

https:/ /www.whitehouse.gov/the-press-
office/2016/02/09/fact-sheet-cybersecurity -
national-action-plan

STOP | THINK ‘ CONNECT"



HOW YOUR COMPANY GAN JOIN THE CAMPAIGN

REGISTER YOUR ORGANIZATION AND BECOME A STOP. THINK. CONNECT. PARTNER.

t's easy and free to sign up for a license. Partners receive access to a
wealth of innovative, educational materials that can be personalized,
co-branded and used In awareness efforts. You can also create your
own resources using STOP. THINK. CONNECT. messaging.
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TIPS FOR
PASSWORDS & SECURING

YOUR ACCOUNTS

Passwords can be inconvenient, but theyre impartant if you want to keep your information safe.

deAtes 10 koep T

Protecting your personal information starts with STOP. THINK. CONNECT.: take security precautions, 05 o Bt Dips with famiy and

think about the consequences of your actians online and enjoy the Intemet with peace of mind Here
are some simoie ways to secure your accounts through better passward practices

Get two 3teps chood,
v e

MAKE YOUR P WORD A SENTENCE
A strong passwerd is 3 sentence that is at least 12 characters long. Focus on positive
sentences or phrases that you like to think about and are easy to remember {for example,
| love countey music.™). G sy Sl | S adondiag ¢ SPaces!

#oke better passy
)

NCSA's Top Tips before Hitting the Road

UNIQUE ACCOUNT, UNIQUE PASSWORD
Having separate passwords for every account helps to thwart cybercriminals. At 3 minerum,

separate your work and persanal accounts and make sure that your critical accounts have v online pho SN OROWMINGE o st Pt
the strongest passwords. v: Delate 166 ‘B.’\arvau it B v:‘é;‘lv:t:‘;uw. .1 m.«_m;; :;:: saftwars b f: ;;;‘Sl‘l:," :;.:
et fine of defene, a
WRITE IT DOWN AND KEEP IT SAFE VQ ) 3
Everyone can forget 3 password, Keep a ist that's stored in 8 safe, secure place away from L Hawea e‘.f““s”“ Flomegmoon. Get tuo steps oheod
Peating . o w0 90T b ~ Turn o two-step suthens falso nawn as mut-factor an exra laper of

your computer. You can alternatively use a service like a password manager to keep track of Wart until you get b
your passwords. o 11 srcunty beyond the password that & valable on mastmajor emsil, sacial meda and financia
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WHAT STOP. THINK. CONNECT. PARTNERS RECEIVE

®C)»
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Dear STOR. THINK. CONNECT. Partner,

Here's what we've been up to lately at STOP. THINK. CONNECT.:

Access to the Partner wocoms o pavact
Resource Center, o |

Troubleshooters — Leominster, Congquest
UK Group, Ghana Internet Safety

which houses STOP. _ e e
THINK. CONNECT. Ongoing |

branding, logos, opportunities to |
templates and more 4 9€t involved with e s s e St o e
NCSA and ———

Tuesday, Apal 26

Two Steps Ahead: Protect Your Digital Life — Denver, CO
TOP. THINK
Y v The National Cyber Secunty Alliance (NCSA) is hosting an event to educate

consumers and businesses about adding layers of security to their online
‘ O N N ( | activities. Additional information and registration here.

Trnursday, May §
#ChatSTC Twatter Chat: Turn On Mufti-

Factor Authentication This World m
Password Day
3-4 p.m. EDT/12-1 p.m. PDT

May 5 is World Password Day

Do a Digital Spring Cleaning!

We've created a fun, informative video based
on our Digital Spring Cleaning Checkiist to
help you clean up your digital clutter. You

Partners also receive creative license to use
STOP. THINK. CONNECT. branding and messaging for online

safety awareness efforts. We have some great samples to share...
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SAMPLE OF NCSA-CREATED RESOURCES

~
I CyberAware

CREATING A
CULTURE </ CYBERSECURITY
IN YOUR BUSINESS

E]g SECURITY ln CyberAware
. National Cyber Security m

¥ Awareness Month l | CyberAware )
== 4. BE A CYBERSMART @Q“)

EVERY BUSINESS FACES DO YOU WANT TO HELP I l().l_”ll)“\\_ Sl l()I)PF R

th STOP. THINK. CONNECT.
OF CYBERSECURITY CHA
NO MATTER THE SIZE OR

Take securty pr  consequences of your sctions cnhine

make the e G e

INTERNET SAFER?

EVERYONE HAS A ROLE TO PLAY.
Here are five things you can do to be a respensible digital citzen:

{INK. CONNECT. The national campaign

Be more secure.

ersecurity education and awareness
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POST ONLY ABOUT X
OTHERS A3 TOU HAYE THEM

POST AROUT YOU.
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B StopThinkConnect.org/2StepsAhead /

| 1)
o

WHEN SHOPPING THIS HOLEOAY NEASON, &80 EMBRK
PERSONAL INFORMATION IS LIKE MONEY.
VALUE IT. PROTECT IT.

Vinde prosaitic 1e ande Ry o remt freem e EGE T Pt |t o

W ESTOPTHINKCONNECT LEARN MORE AT STOFTHINKCONNECT.ORG £ ATOPTHINKCONNECT

FOR MORE TIPS, ADVICE AND RESOURCES,
VISIT STOPTHINKCONNECT.ORG

YW ESTAYSAFEONLINE f/STAYSAFEONLINE

/T RSECURITY

StaySafe®nline ..
®C)-
Q)
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P. THINK. CONNECT. AROUND THE WORLD

s Activities NIS QUIZ About ECSM
Courses 2015 Challenge Campaign Toolbox
Learning Ambassadors Contact
=T
=
Thank you for your interest in the European Cyber Security Month

This Is an advocacy campalgn taking place in October benefiting the citizens. It Is supported by
ENISA and EC DG CONNECT with the participation of many partners.

Surf,

and get In &

October is CyberSecMonth!

Cyber Security Training for Employees
Creating a Culture of Cyber Security at Work
Code Week for All

Understanding Cloud Solutions for All
Digital Single Market for All

Cyber Security is a Shared Responsibility

ENISA/EUROPEAN CYBER SECURITY MONTH

N Pars, Plensa, Conéctate

El proyecto FAQ Solicita Actividades Pregintanos Descubre

VIDEOS

Crees que en tu colegio, asociacidn, AMPA... es interesante que
realicemos un taller o charla presencial sobre segurldad en
internet

Solicita actividades presenciales

GIBERVOLUNTARIOS

Canada.ca ervices | Departments | Frangais

Canada

Homae = About the campalgn = Qur Partners

Our Partners

Cyber security Is critical to sustaining economic growth, bullding a connectad global soclety, and keeping our citizens safe.

As part of Canada's Cyber & tha of Canada |z committed to working with provinces and termtories as
well as with the public and private sectors to keep Canadians safe online. Cyber security Is a shared responsibility and we all have
a role to play.

Canada aiso collaborates with partners around the world in building a global cyber security culture.

Canada works closely with key allies, including the United States, the Linited Kingdom, Australia. and New Zealand to create a
strong for our ive security and

Public Safety Canada and STOP.THINK.CONNECT.™ have signed a Memorandum of Cooperation which outlines our commitment
to work together to provide t and rellable ir ong al cyber security.

STOP. THINK. CONNECT.™ Is a coalition of private sector companias, non-profit and g " S g the
Department of Homeland Security, committed to developing a universal public awareness campalgn to help cmzer\s stay safe

PUBLIC SAFETY CANADA

Get Involved!
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SAMPLE OF PARTNER-CREATED RESOURGES

ESET/NCSA

BEHIND OUR DIGITAL DOORS: CYBERSECURITY & THE CONNECTED HOME

Executive Summary

In support of National Cyber Security Awareness Month (October), ESET” and the National Cyber
Security Alliance (NCSA) commissioned a survey to better understand the role of cybersecurity in
the American household, providing an inside-lock into how it is adapting in the digital era of the
data breach. Given the simultaneous rise in our number of connected devices and cyber threats,
this survey underlined the importance of cybersecurity as a core commitment in our digital lives.

FEDERAL TRADE COMMISSION
OnGuardOnline.qoV

Vea esta pégira ¢

Avoid Scams

Secure Your
Computer

= Poget®

Online
<ub
Video and
Media A
Kids spend time online: chatting with fiends, sharing photos, doing homework, The intermet offers a world of
opporiunities, bul there are risks, 100,
Onguard
Online B|og The best way fo protect your kids online? Talk to them, Kids rely on their parents for important information — like how

1o be safe and responsible online.

HEALTHCARE INFORMATION AND

MANAGEMENT SYSTEMS SOCIETY (HIMSS)

GUIDE TO KEEPING INFORMATION

SAFE AND SECURE

Why industry-wide defensive
measures are on the rise

Results from the 2015 HIMSS Cybersecurity Survey:

izations experienced
a signifi

U.S. DEPARTMENT OF HOMELAND SECURITY (DHS)

SHHHIHG [.II'IILIHE

TS5 SERTOLIGRELIE

Homeland
Security

|2 Stop and think

PRIVATE WIFI

On-the-Go WiFi Safety

before you connect
to public WiFi..

WFL s availabin everymbene you g0,
Including in weparts, hoteh,

TeStaUranty, aTis, 35 musmmS, bt
Ihese networ ks mm-w-ul. open

2dt imamcure. U

when you connect 1o uumc wiF) ang
b castious abuet Lhe w1es you vt

2t the infarmation yoo send

3 _: )&_"
Paid WiFi doesn’t mean safe WiFi.

st bacauss you paid for WIFl aceace, it dosant maan T's cafn
There's Yo poing on your
You protect you:

4

Beware of evil twins.

Hackers sommtimes sot up el Twint - WIK) natworks that ook real -~ aear
S vt g WL neiwaibs, If you caniect 10 therm, ol oF your
Commurcetions cen e captured (2 can be Herd to tell the difference 33
comfim tre rame G the Batspat whi The awee befar you connec

]

Use a VPN to encrypt information
on all of your devices.
¥1504 WS PUAC WATT wivie you Travel, The 0nly Wiy (0 EUSFNTIE® YOUr Security 15 19 wse @
irtal pitvate detwork (VPTY) Lae PRIVATE WIF) 10 €y yout erson al 4a1a o wirciess
M\m R, WAL \Agal 430 s raiwaven. Aryeia 1 dage can e 10
Antiveus ov peatect you ~ hut » VPN
,,g..m,g.. communications ne matler whers ycur trevds tebe yoo

e



PARTNER-CREATED RESOURCES

MATCH.COM

match.com

(CONTINUED)

Good Adyvice - Safety Tips to Follow

Match com s resgonstie for more Ca%es, FeBLORENDS AN MASES TN any COr Crlce Satn) te As
part of e L1 2n awtensice fr30d prevanton tasem That wesis Sigentsy to dantly

2Z AVEIIGATE BTy BUPTOUS BICY Ry Mamy free 5003 SONT oY e TN Sere e

MICh COm Fa3 SIS Wi the NITOAM! Cytee SeCURty ABSNCE S50 Ored the STOR. TranKk
CONNECT compagn 12 promote 0rlra 52700y 300 CyDar-3a0u Ty Dudrarats Taung 1he 33054 1D Srotect
VOOt whis GITOCITAG 1 The MINA Som COmMUATY wil Rels CrESte 3 MOre DOVE exDerence 1or
YOU 3G SOAIDUIE 10 3 DATIN SN 84V ROATANE r eV erySae

Thues arw Carian SrEs Pt rery PEcrce Shovkd folow whie Satng — St colee and of fine. We 33% youl
10 LAk & few MAGeES 19 1003 Date 198 3N Me2UE TRIL YO folow them

Online Safety Tips

Protect your finances

In0rm ey fequant 10 3enS MmOSEY. SSCESETy SYErIess O by wire Tanslen 3nd repont & 10w
Immediately = aven if The Person Cma 1o B in an emengency. Wirng monsey 3 e sending cash
e sender has £0 prOIECtOns 23mat 083 30 'S neary MMCOSSRIE 10 MVATSe The TARSICHOR OF
Eace e mooey.

Naver give fesncial nfoomation (3och 33 you 300G JCHnty RUmBer Crest CANS Aumber Of bank
Informaton) 10 ecle you SOAT Kndw Of yOu AIVERT met M parson

Guiard yous personsl and online sccess information
B caneful 3200t SRMRQ COMY PATSOAN INfEAMATON, SLCA 35 YOur 1ol Aame. Shone Rumber, el
253 353033 You 3 I8 00ntrol of your Caln SITA) EXIMCAncR 31 M Lmes — FAAIn SoayTOus
UOTE you 168 73Sy TANE SCVENIEGE OF OUf MEMDIr-I-TaMOS TCPAO0GY AT OIS

yoor
Gentty wntl you Secie 30 feven! & Teough emal o¢ I AlBo. ledve any personal COSLAZE nformaton
St ot your pratie oo vaamamme

Use @xira caution when So0essng your 2000unt from & pubic of 3hared Computer 50 TAaE Cthecs 4

008 SThe B0 Vi Of TRCORD YOt PESINOND O SO PeraCnal INFONTATOn. IE YU MNaee YU COMER
W Chers, Gaable the 3080 3GA-n feature 13 yOUr BCCOU B3 Cledr A S3ved DaISwOdS

Note: Match com wil never 3end yOu 3N eal 23King o7 YOOr CIAMITE 30T SISIWCAS mfComate
Any 3uch commumcaton shouls be reponed mmediately

Be Vieb Wise

B wary of commonications At ask you 1 35t Immedately, offer something that 30uads 100 900

Ctossom spw § moste « bvis maass

;"ﬁ Rov Up Your Love Life With Thoso Tipa! GO

P GOOGLE

Google

Good to Know

How 10 be safe on the Internet and manage
the Information you share online

MICROSOFT

BY Mucroson

Safety & Security Center

Farmdy Safety

ey 2

Moone Security Provacy Fasources

& Banien > Cuivew Bliyny

Online bullying: identifying target, bully, and
s . Iwantto..
bystander behavior e
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You have the power to help
Stop Online Bullying

(@ Secure rvy etcemanen

1 (@ Crente better pammeceds
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Related links
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STOP. THINK. GONNECT IN TRADITIONAL MEDIA

In the last year!, the STOP. THINK. CONNECT. campaign generated

528,114,144

Impressions in a variety of consumer, political and trade outlets across
all forms of media including print, online print and broadcast.

V- N
= CSPAN
Chicaao Teibune . The Salt Lake Tribune
Hage EHC poLITICO MarketWatch

THE WALL STREET JOURNAL.

San Jose Meveury News

THE
HUFFINGTON
POST

I May 2015 — May 2016



STOP. THINK. CONNEGT ON SOCIAL MEDIA

AS OF MAY 2016

492,891,098
IMPRESSIONS

33,927,084
REACH
306,075
PAGE LIKES
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STOP. THINK. CONNECT. ADVIGE RECOGNITION

In 2015, 50% of consumers recognized STOP. THINK. CONNECT. messaging.

60
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Privacy is like Sharewith Keepaclean Whenin Beweb wise Saferforme, Gettwo Onyour None of the
money value care machine doubt throw more secure steps ahead online above

it protect it it out for all presence



STOP. THINK. CONNECT ACCOMPLISHMENTS

STOP. THINK. CONNECT. partnerships are growing exponentially and
THE CAMPAIGN IS DEPLOYED IN 8 COUNTRIES WORLDWIDE.

MORE THAN 100 ONLINE SAFETY RESOURGES

are available on stopthinkconnect.org.

STOP. THINK. CONNECT. Tips have been
TRANSLATEDINTO 5 LANGUAGES.




MORE INFORMATION

ADDITIONAL DETAILS ABOUT BECOMING A PARTNER CAN BE FOUND AT
HTTPS:/STOPTHINKCONNECT.ORG/GET-INVOLVED

CONTACT US AT
INFO@STOPTHINKCONNECT.ORG
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