MAKE A DIFFERENGE

IN THE WORLD OF
ONLINE SAFETY AND

CYBERSEGURITY
BECOME A STOP. THINK. CONNECT."” PARTNER
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BE A PART OF SOMETHING BIG!

SEGURING THE INTERNET IS A RESPONSIBILITY WE ALL SHARE.

STOP. THINK. CONNECT." is simple, actionable advice that
everyone can follow to stay safer and more secure online.

STOP. 'V THINK. V' GONNECT.

make sure about the
security CONSEqUENCES
measures are of your actions
in place. and behaviors
online.

and enjoy the
Internet.




STOP. THINK. CONNECT. PARTNERS

HERE'S A SAMPLE OF STOP. THINK. CONNECT.™S MORE THAN 630 PARTNERS:

AT&T Match.com
Comcast PayPal
Facebook sony Pictures
Google Entertainment
Hallmark Cards T-Mobile
MasterCard Target

See a full list of partners: https:/ /stopthinkconnect.org/get-involved/our-partners

Twitter
Verizon
Visa
Walgreens
Warner Bros.



ABOUT US

STOP. THINK. CONNECT.™ |s the global online safety education and awareness campaign to help all
digital citizens stay safer and more secure online. The research-based message was created in 2009
by an unprecedented coalition of private companies, nonprofits and government with leadership
provided by the National Cyber Security Alliance (NCSA) and the Anti-Phishing Working Group

(APWG). The Department of Homeland Security provides the federal government's leadership for the
campaign.
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A PRESIDENTIAL LAUNCH

— —

President Barack Obama declared STOP. THINK.
CONNECT.™ the national cybersecurity awareness
campaign during his 2010 Presidential Proclamation
of National Cyber Security Awareness Month.
“Together with businesses, community-based
organizations and public- and private-sector
partners, we are launching a National Cybersecurity
Awareness Campaign: STOP. THINK. CONNECT.™
Through this initiative, Americans can learn about
and become more aware of risks in cyberspace,
and be empowered to make choices that contribute
to our overall security.”

— President Barack Obama

_ .
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THE WHITE HOUSE SUPPORTS NEW
STOP. THINK. CONNECT." EFFORTS

On February 9, 2016, President Obama announced
the Cybersecurity National Action Plan (CNAP),
highlighting that NCSA will work with industry to
launch a National STOP. THINK. CONNECT.™
Cybersecurity Awareness Campaign to empower
Americans to secure their online accounts.

PRESIDENT 0BAMA'S ANNOUNCEMENT:

https:/ /www.whitehouse.gov/the-press-
office/2016/02 /09 /fact-sheet-cybersecurity-
national-action-plan
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STOP | THINK | CONNECT"

As called for in the CNAP, on Sept. 28, 2016, NCSA and more than 40 companies and NGOs announced
Lock Down Your Login, a STOP. THINK. CONNECT." initiative to encourage a move beyond usernames and
passwords to a widespread adoption of strong authentication for key online accounts. The Lock Down
Your Login materials, including videos, memes and advice for enabling strong authentication, can be
found at lockdownyourlogin.org.

",‘”wkr« "HAVE UGH
TO WORRY ABOUT.
#LockDownURlogin




HOW YOUR COMPANY GAN JOIN THE CAMPAIGN

REGISTER YOUR ORGANIZATION AND BECOME A STOP. THINK. CONNECT.™ PARTNER.

t's easy and free to sign up for a license. Partners receive access to a wealth of innovative,
educational materials that can be personalized, co-branded and used in awareness efforts.
You can also create your own resources using STOP. THINK. CONNECT.™ messaging.
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5 WAYS TO HELP EMPLOYEES BE ' # ' PrivacyAware

Challenge your employees to think critically about privacy, and make it a fun competition: Ask each

+ employee or department to take the Data Privacy Day theme, “respecting privacy, safeguarding data and
enabling trust,” and articulate how the theme applies to the work they do on a daily basis, regardless of
their d ideas for the Data Privacy Day principles.

2 Foster ongoing learning and engsgement; Help employees stay up 1o date on safe privacy practices at

» home 100 by encouraging them to sign up for the National Cyber Security Alliance’s (NCSA'S) monthly
family newsletter, #CyberAware. NCSA does not share our contact fists {period)
hittp/dprivacyd.info/dpdnews

Craata & #PrivacyAwars cultura: Post messages abaut privacy around the office or on internal message
o boards or use other avadable communication platforms now through Jan. 28, To get started, take » lock
at these posts and memes: dprivacyd.infol1cEPgT

Enorgize privacy awareness with young people: Teaching about privacy increases ono's own privacy

'« awareness, Organize a company-wide volunteer day with local schools to teach students about privacy
and online safety. You can use these froe teaching materials and lesson plans from C-SAVE
bptidptivacyd.infoteachpre

Talk to employees frequently about what privacy means to your organization and the role they have in

» making sure privacy is achieved and maintained. Organize a *lunch & learn” - possibly with outside
speakers in tanuary - to educate employees about the value and impact of protecting customer and
colloague information and their role in keeping |t s3fe. Vidoos and other resources to help you start the
conversation can be found here: dpdvatyd info/peiibrary

Do a Digital Spring Cleaning

and Clear Out Cyber Clutter QEVzEerToer=t, ¥ BEB

A few simple steps will help you stay cyber safe and
protect your personal data and identity all year round.

The National Cyber Security Alliance (NCSA) and Better
Business Bureau (BBB) are encouraging consumers to get
their online fives in good order by conducting a thorough
cleanse of their cyber clutter. With preventing identity theft
a top safety concern for Americans,' NCSA and BBB urge
everyone to make “digital spring cleaning” an annual ritual to
help protect valuable personal data

REFRESHING YOUR ONLINE LIFE IS A RELATIVELY SIMPLE PROCESS. NCSA HAS IDENTIFIED
THE TOP TROUBLE-FREE TIPS EVERYONE SHOULD FOLLOW THIS SPRING.

KEEP A CLEAN MACHINE:

DECLUTTER YOUR MOBILE LIFE:

DO A DIGITAL FILE PURGE:

rmIs.
CYBERSECURITY IDENTITY THEFT
ALLIANCE

RESOURCE CENTER

SIMPLE CYBERSECURITY TIPS FOR
STAYING SAFE ONLINE DURING TAX TIME

Tuesday, April 18 might feed far-off, but the tax filing deadline will be here before you know it, That also means
it's primetime for cyber thieves and their devious online scams, Tax identity theft - which ocours when someone
uses your Social Security number to file a tax return and then steals your refund - is on the rise. According to the
Federal Trade Commission (FTC), there was a nearly 50 percent increase in identity theft complaints in 2015, and
by far the biggest contributor to the surge was the spike in tax refund frawd.! At this time kst year, the Internal
Revenue Service [IRS) reported a 400 percent increase in email phishing and malware incidents aimed at both
taxpayers and tax professionals ’ Cyber crooks are crafty. they can break Into your account or device and literally
steal your digital ife - and your money. The National Cybes Security Alliance (NCSA) and Identity Theft Resource
Center (ITRC) have teamed up to share cautionary tips for spotting cyber tricks, proactive online safety steps snd
Invaluable advice about how to get help if you fall victim 1o tax identity theft.

DON'T BECOME A VICTIM: WATCH DUT FOR TAX SEASON TRICKS
Online outlaws will attempt to lure you In a variety of ways. Watch out for the following:

* Fraudulent tax returns: The FTC recommends trying to file
your tax return as scon as possible. The IRS only accepts one
tax rétum per Sacial Security number. If the file is yours and
it's in early, it makes it impossible for a cyber thief to
submit another return with your personal information. It's
alsa important to ahways use smart practices with your
personal information, Remember to only share your Social
Security number when it's absalutely necessary, Check your
credit report regularly for shady activity and never throw
papers with critical information - like your Social Security
number or bank account information - in the trash, It's best
to shred all paper containing personal data,’

0 mmmwcybemﬁmmlswiﬂwmsalwu to do “something” so they can steal your

personal i i emails, texts. social media posts or fake websites
that mtyoutodld(onaImkwtosl\sevaknueoemmlandmamormtm
Armed wnh this information, online thieves can pilfer funds and/or commit identity theft. And
unfamiliar finks or attachments can contain malware - viruses, spyware and other unwanted
software that gets installed on your computer or mobile device without your consent ~ which can
infect your computer files if opened.



WHAT STOP. THINK. CONNECT.™ PARTNERS REGEIVE

A partner pariner s L >y

| mm  PARTNERRE Uﬂ
too;%tutc;;elp Access 1o the Partner ~ Newsletter o B AND N%!ﬁé
Resource Center, ’ S — N .

started

Dear STOP. THINK. CONNECT. partner,
Here's what we've been up to lately:

which houses STOP. y |
THINK. CONNECT.™ Ongoing

. i+ Welcome
b ran d N g , | Og OS ’ O p p O rJ[U n |J[| €S J[O We would like to welcome the following recently added partners: 88innovations
I [ Limited; Ameri-X-Guard Inc.; Authority of the Tennessee Attorney General;
te m p | ateS a I’] d m O re g et l n VO |V€d W | t h Barclays; Black River Technologies LLC; Brookfield Renewable; Cisco;
N CS A a n d Comprehensive Financial Services, LLC; Cone Health; Emporia State

University; Integrity Technology Solutions; LP3-SecurlT; Mike the Tech Guy;
STOP. THINK. Santa Cruz Public Libraries; SSI GUARDIAN, LLC; Staples; Supportdesk;

Upgraded Era; VMware; and WINS1, LLC.
CONNECT.™

Partners also receive creative license to use
STOP. THINK. CONNECT.™ branding and messaging for online
safety awareness efforts. We have some great samples to share...
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SAMPLE OF NCSA-CREATED RESOURCES

@ National Cyber Security

Awareness Month

@ CyberAware

NAVIGATING
YOUR CONTINUOQUSLY
CONNECTED LIFE

Every duy, we cannect to the internet fn ways you muy not every —- "=
The Internet of Things (1oT) s like an “Internet of Me”: it conn ,fﬂ?

everything and everyone, your homa, th
and the lurger digital community, and uses your duta to help you man M!

5 WAYS TO HELP EMPLOYEES BE ' #  PrivacyAwa

Chalfenge your employees to think critically about privacy, and make it a fun competition: Ask each
+ employee or department to take the Data Privacy Day theme, “respecting privacy, safeguarding dat
enabling trust,” and articulate how the theme apphies to the work they do on a daily basis, regardle:

their d ideas for the Data Privacy Day principles.

Foster cngoing leaming and engsgement: Help employees stay up 10 date on safe privacy practice

+ home 100 by encouraging tham ta sign up for the National Cyber Security Alliance’s (NCSAS) montt
family newsletter, ¥CyberAware. NCSA does not share our contact fists (period).
bttpufeprivacyd.info/dadoews

Craata # #PrivacyAwars cultura: Post messages abaut privacy around the office or on internal mes:
l» boards or use other avadable communication platforms now through Jan. 28, To get started, take &
at these posts and memes: dprivacyd.info/1cEPg

Enorgize privacy awareness with young peofie: Toaching about privacy increases ono's own privacy|

'« awareness, Organize a company-wide volunteer day with local schools to teach students abeut privy
and online safety. You can use these froe teaching materials and lesson plans from C-SAVE
htglfdptivacyd.info/teachprte

Talk to employees frequently about what privacy means to your organization and the role they havel
o making sure privacy is achieved and maintained. Organize a “lunch & leam” - passibly with outsid
speakers in lanuary - to educate employees about the value and impact of protecting customer as
colloague information and their role in keeping |t s3fe. Vidoos and other resources to help you start
conversation can be found here:! dorvacyd.info/pelibrary

Do a Digital Spring Cleaning
and Clear Out Cyber Clutter geesEereaaee e BEB

A few simple steps will help you stay cyber safe and
protect your personal data and identity all year round.

The National Cyber Security Alliance (NCSA) and Better /
Business Bureau (BBB) are encouraging consumers to get ye
their online fives in good order by conducting a thorough N

cleanse of their cyber clutter. With preventing identity theft N i
a top safety concern for Americans,! NCSA and BBB urge { & -

everyone to make “digital spring cleaning” an annual ritual to
help protect valuable personal a

REFRESHING YOUR ONLINE LIFE IS A RELATIVELY SIMPLE PROCESS. NCSA HAS IDENTIFIED
THE TOP TROUBLE-FREE TIPS EVERYONE SHOULD FOLLOW THIS SPRING.

KEEP A CLEAN MACHINE:

DECLUTTER YOUR MOBILE LIFE:

DO A DIGITAL FILE PURGE:

\m\ JANUARY 28,2017 (#) PrivacyAware

DATA PRIVACY DAY

isan international effort, held annually on Jan. 28,
to empower individuals and businesses to
D ri f d data and enable trust.

TR~
rTItv.

IDENTITY THEFT
RESOURCE CENTER

SIMPLE CYBERSECURITY TIPS FOR
STAYING SAFE ONLINE DURING TAX TIME

‘uesday, April 18 might feed far-off, but the tax filing deadline will be here before you know it, That also means

I's primetime for cyber thieves and their devious online scams, Tax identity theft - which ocours when someone
1se3 your Social Security number to file a tax return and then steals your refund - is on the rise. According to the
‘ederal Trade Commission (FTC), there was a nearly 50 percent increase in identity theft complaints in 2015, and
vy far the biggest contributor to the surge was the spike in tax refund fraud.! At this time last year, the Internal
tevenue Service |IRS) reported a 400 percent increase in email phishing and malware incidents aimed at both
axpayers and tax professionals ! Cyber crooks are crafty. they can break Into your account or device and literally
teal your digital ife - and your money. The National Cyber Security Alliance (NCSA) and kdentity Theft Resource
Zender (ITRC) have teamed up to share cautionary tips for spotting cyber tricks, proactive online safety steps snd
Avaluable advice about how to get help if you fall victim to tax (dentity theft.

DON'T BECOME A VICTIM: WATCH DUT FOR TAX SEASON TRICKS
Online outlaws will attempt to lure you In a variety of ways. Watch out for the following:

« Fraudulent tax returns: The FTC recommends trying to file
your tax return as scon as possible. The IRS only accepts one
tax rétum per Social Security number. If the file is yours and
it's in early, it makes it impossible for a cyber thief to
submit another return with your personal information. It's
also important to always it with your
personal information, Remember to only share your Social
Security number when it's absolutely pecessary, Check your
credit report regularly for shady activity and never throw
papers with critical information - like your Social Security
number or bank account information - in the trash. It's best
to shred all paper containing personal data,’

CYBERSECURITY

h great

. Today,

. Hmumunm:e:cybemhﬂmlswiltwmgslyonmdo “something” so they can steal your
personal i out for emails, texts. social media posts or fake websites
that may prompt you to click on a link or to share valuable personal and financial information.
Armed with this information, online thieves can pilfer funds and/or commit identity theft. And
wnfamillar links or attachments can contain malware - viruses. spyware and other unwanted
software that gets installed on your computer or mobile device without your consent - which can
infect your computer files if opened.

oD
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P. THINK. CONNECT.™ AROUND THE WORLD

ﬂ Activities NIS QUIZ About ECSM
Courses 2015 Challenge Campaign Toolbox
Learning Ambassadors Contact

Thank you for your interest in the European Cyber Security Month

This Is an advocacy campalgn taking place In October benefiting the citizens, It is supparted by
ENISA and EC DG CONNECT with the participation of many partners.

Surf, learn and get In touch!
October is CyberSecMonth!
Cyber Security Tralning for Employees
Creating & Culture of Cyber Security at Work
Code Week for All
Understanding Cloud Solutions for All
Digital Single Market for All

yber Security is a Shared Responsibility

ENISA/EUROPEAN CYBER SECURITY MONTH

= BN Para, Plensa, Conéctate

P £

€l prayecto FAG Solicita Actividades Pregantancs Descubre

VIDEOS

Crees que en tu colegio, asociacién, AMPA... es interesante que
realicemos un taller o charla presencial sobre segundad en
internet

Solicita actividades presenciales

CIBERVOLUNTARIOS

Departments | Frangals

Get Cyber Safe Canadi
{ Search Cansgaca |

Cyberbullying + Cyber Security Risks v Protect Yourself v | Protect Your Business v Resources v Blog +

Home = About the campaign = Qur Partners

Our Partners
Cyber security is crtical to sustaining economic growth, bullding a connected global society, and keeping our citizens safe.

As part of Canada's Cyber Security Strategy, the Governmant of Canada s committed to working with provinces and territories as
well as with the public and private 5ectors to keep Canadians safe online. Cyber security Is a sharad responsibiiity and we all have
s role to play.

Canada also collaborates with partners around the world in bullding a global cyber security culture,

Canada works closely with key allies, including the United States, the United Kingdom, Australia, and New Zealand to create a
strong  for our security and

Public Safety Canada and STOP.THINK.CONNECT.™ have signed a Memorandum of Cooperation which outiines our commitment
1o work together to provide consistent and reliable information on personal cyber sacurity.

STOP.THINK.CONNECT.™ is a coalition of private sector companies, non- nrom and government organizations, including the
Depa of committed to ga campalign to help citizens stay safe

PUBLIC SAFETY CANADA
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SAMPLE OF PARTNER-CREATED RESOURCES

ESET/NCSA

(esEhi

BEHIND OUR DIGITAL DOORS: CYBERSECURITY & THE CONNECTED HOME

Executive Summary

In support of National Cyber Security Awareness Month (October), ESET* and the National Cyber
Security Alllance (NCTSA) commissioned a survey to better understand the role of cybersecurity In
the American household, providing an inside-look into how it is adapting in the digital era of the
data breach. Given the simultaneous rise In our number of connected devices and cyber threats,
this survey underlined the importance of cybersecurity as a core commitment in our digital lives.

FEDERAL TRADE COMMISSION

OnGuardOnline oV

g | P Espafiol

Avoid Scams

Secure Your
Computer

Protect Kids
Online

Be Smart
Online

Video and
Media

Onguard
Online Blog

Vea eatn pégina en espefol

[
Kids spend time online: chatling with friends, sharing pholos, doing hormework. The intermet offers a world of
opportunities. but there are risks, 100

The best way 1o prolect your kids online? Talk to them. Kids rely on their garents for imgortant information — like how
1o be safe and responsible online,

HEALTHCARE INFORMATION AND
MANAGEMENT SYSTEMS SOCIETY (HIMSS)

GUIDE TO KEEPING INFORMATION

SAFE AND SECURE

Why industry-wide defens
measures are on the rise

Tesults from the 2015 HIMSS Cybersecurity Survwy:

U.S. DEPARTMENT OF HOMELAND SECURITY (DHS)

Homeland
Security

before you connect
to public WiFi.
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Paid WiFi doesn’t mean safe WiFi.
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Use a VPN to encrypt information

on all of your devices.

70 58 UG AR e g ravel, S D0l WS 10 GIIEEITER YT Sy 15 10 wEe 3
VAT D Stk (V] Gl PRIVATE WIS 10 encryrt your seerson sl dats o wirshess
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PARTNER-CREATED RESOURCES

MATCH.COM (CONTINUED)  microsorr

BT Miceoron ey 2
Ko W o Safety & Security Center
"‘"’0‘; Riove Uy Vouw ¢ om L }e Wit Thene Tipal. G0N rome Soounity Prvacy Famdy Safety Fasources
Good Adyvice - Safety Tips to Follow = o s
2t i o e o Online bullying: identifying target, bully, and
bystander behavior
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You have the power to help e ascrocon |
Stop Online Bullying @ e oy i

> MM ¥

Online Safety Tips

Protect your finances
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How 1O be safe on the Internet and manage
the Information you share online

f More information oa how to 3tay safe online vist
waww.googie com/goodioknow




STOP. THINK. CONNECT.™ ON SOCIAL MEDIA

AS OF APRIL 2017

678,400,712

IMPRESSIONS

45,441,639
REACH

303,000
PAGE LIKES
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STOP | THINK
CONNECT" 91% PARTNER GROWTH

600 . S0+

PARTNERS COUNTRIES

72% # ChatsTC
OF LA | . .25, 488

STOP. THINK. CONNECT™ TWITTER MILLION MILLION
CHATS POTENTIAL
ADVICE
e POTENTIAL

Keep a Clean Machine IMPRESSIONS

Own Your Online Presence
Lock Down Your Login
Share With Care



STOP. THINK. CONNECT.™ ACCOMPLISHMENTS

In the last year!, the STOP. THINK. CONNECT.™ campaign generated
486,058,605 IMPRESSIONS

N a variety of consumer, political, business and trade outlets across all forms of media
iIncluding print, online print and broadcast.

The MereuryNews . ol THE  POLITICO s
OREGONLIVE ON7Zd@ HUFFINGTON
. CNBC POST Bloomberg ¥ msn
Che Oregonian g

STOP. THINK. CONNECT.™ Tips have been
TRANSLATED INTO FIVE LANGUAGES.

MORE THAN 100 ONLINE SAFETY RESOURCES

are available on stopthinkconnect.org.

tApril 2016 - April 2017



MORE INFORMATION

ADDITIONAL DETAILS ABOUT BECOMING A PARTNER CAN BE FOUND AT
HTTPS://STOPTHINKCONNEGT.ORG/GET-INVOLVED

CONTACT US AT
INFO@STOPTHINKCONNECT.ORG

STOP | THINK | CONNECT"




